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PREFACE

Shortly after the September 11, 2001, terrorist attacks on the United
States, Air Force Chief of Staff General John Jumper asked the RAND
Corporation to conduct a study entitled “Thinking Strategically
About Combating Terrorism.” The yearlong project was divided into
four research tasks, each undertaking different yet complementary
aspects of the counterterrorism problem:

e Threat assessment—identifying the character and boundaries of
the threat

e The international dimension—assessing the impact of coalition
and other international actors on U.S. options

* Strategy—designing an overarching counterterrorism approach

e Implications for the Air Force—identifying promising applica-
tions of air and space power.

The research for this report was conducted as part of the first task on
threat assessment. It assesses the threat that terrorist groups pose to
the United States and to its interests overseas by proposing a frame-
work for evaluating their relative motivations and capabilities. The
report describes the tools that various terrorist groups use to main-
tain group cohesion and to conduct successful terrorist attacks. Also,
after identifying the potential vulnerabilities of terrorist groups, it
discusses how these groups adapt and change and concludes with
implications for the ongoing struggle against terrorism. This report
therefore should be of interest to policymakers confronted with the
task of reducing the threat that terrorism poses to the United States
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iv. The Dynamic Terrorist Threat

today. But terrorist threats change over time, so the authors have
attempted to present a framework of use to decisionmakers and
academics involved in terrorism analyses and counterterrorism
responsibilities in the future as well.

RAND publications stemming from the other three task elements
listed above are the following:

David Ochmanek, Military Operations Against Terrorist Groups
Abroad: Implications for the U.S. Air Force, MR-1738-AF.

Nora Bensahel, The Counterterror Coalitions: Cooperation with
Europe, NATO, and the European Union, MR-1746-AF.

Olga Oliker, The Counterterror Coalitions: Cooperation with the Post-
Soviet States, forthcoming.

C. Christine Fair, The Counterterror Coalitions: Cooperation with
Pakistan and India, MG-141-AF.

This study was conducted as part of the Strategy and Doctrine Pro-
gram of RAND Project AIR FORCE. Comments are welcome and may
be addressed to the authors or to the acting program director, Alan
Vick The authors completed the majority of the research for this
report in 2002.

RAND PROJECT AIR FORCE

RAND Project AIR FORCE (PAF), a division of the RAND Corporation,
is the U.S. Air Force’s federally funded research and development
center for studies and analyses. PAF provides the Air Force with
independent analyses of policy alternatives affecting the
development, employment, combat readiness, and support of
current and future aerospace forces. Research is performed in four
programs: Aerospace Force Development; Manpower, Personnel,
and Training; Resource Management; and Strategy and Doctrine.

Additional information about PAF is available on our website at
http://www.rand.org/paf.
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SUMMARY

Following the terrorist attacks of September 11, 2001, the U.S. gov-
ernment became engaged in a war on terrorism. Such a war has
already required substantial military and diplomatic resources, and it
is likely to require even more. Moreover, the war on terrorism will
continue in the face of other competing U.S. strategic pursuits. It is
essential, therefore, that the U.S. government prioritize its counter-
terrorism activities and conduct the war on terrorism as efficiently as
possible.

The purpose of this report is twofold: first, it attempts to develop a
matrix that helps policymakers identify the threat that terrorist
groups pose to the United States; second, it assesses how terrorists
adapt and change, to identify such groups’ vulnerabilities. By com-
bining these two approaches, the authors are able to suggest ways
that the U.S. government can refine its counterterrorism policies.
Thus, the report has direct relevance not only to the ongoing war on
terrorism and those involved, but also to other audiences interested
in the dynamic threat of terrorism.

UNDERSTANDING THE THREAT THAT TERRORISTS POSE
TO THE UNITED STATES

To assess the various threats that terrorist groups pose to the United
States, this report develops a threat framework, based on a step-by-
step progressive analysis of terrorist groups’ motivations and capa-
bilities in the context of U.S. national security interests. The obser-
vation that militant organizations that employ terrorist tactics can be
evaluated according to intent and capability is fairly logical. It is not

xi



xii The Dynamic Terrorist Threat

revolutionary to view terrorists through the lens of either intentions
or capabilities. Yet terrorism analysis rarely combines the two across
the range of potential threats: that is, placing intentions on an x-axis
and capabilities on a y-axis to measure terrorist groups against each
other for threat salience. Indeed, terrorist threats are often gauged
according to a specific group’s members, skills, funds, and rhetoric.
This approach makes it difficult to filter through the “noise” of the
multiple threats facing the United States and isolate the most dan-
gerous groups. (See pages 18-20.)

By combining an assessment of the intentions of various terrorist
groups with their capabilities, the following matrix provides U.S.
decisionmakers with a tool for prioritizing the threat of these groups.

Figure S.1 attempts to clarify the terrorist groups that pose the great-
est threat to the United States. These groups demonstrate the highest
degree of both capability and anti-U.S. intentions, as indicated by
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Summary xiii

the upper right-hand quadrant of the figure. According to the figure,
three militant groups—al Qaeda, Lebanese Hizballah, and the Revo-
lutionary Armed Forces of Colombia (FARC)—meet these criteria. As
Chapter Two will explain in more detail, these three groups have
demonstrated the highest degrees of both hostility toward the United
States and capability to carry out sophisticated attacks. But the figure
also highlights the degree to which other groups threaten the United
States, as compared with each other. Thus, it illustrates that some
highly capable groups, such as the Liberation Tigers of Tamil Eelam
(LTTE), do not pose a significant threat to the United States because
they have not demonstrated high degrees of anti-U.S. sentiment. In
contrast, other groups, such as Jemaah Islamiya (not plotted in the
figure), are not as capable but have demonstrated a willingness to
attack U.S. citizens overseas. We stress the clarity that the matrix
brings to our understanding of terrorist threats can help refine coun-
terterrorism activities. (See pages 21-23.)

FACTORS THAT AFFECT TERRORIST GROUPS’
CAPABILITIES

Next, we turn to a discussion on the tools that terrorist groups need
to sustain and/or increase their capabilities. In the context of the
above framework, these tools are the factors that affect a terrorist
group’s position and development along the x-axis. Thus, this sec-
tion not only provides a deeper understanding of terrorists’ require-
ments but also identifies potential points of vulnerability that would
allow policymakers to reduce a particular group’s overall capabilities.

To do this, we first divide terrorist groups’ activities into two cate-
gories: activities that sustain the group’s existence as a cohesive
entity and activities that allow terrorists to conduct a series of suc-
cessful attacks. We chose these two categories because the division
clarifies the potential use of, and goals for, U.S. counterterrorism
policy. For example, if U.S. policymakers want to prevent a particular
attack or alleviate an immediate threat, then counterterrorism
activities should focus, in general, on the second category. In com-
parison, if they want to completely dismantle a terrorist group over
the long term, then counterterrorism activities should include a sig-
nificant emphasis on the first category. (See pages 25-29.)
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Second, we propose a list of tools that allow terrorists to sustain
group cohesion, defining these tools as organizational. Alternatively,
our second list of operational tools highlights the instruments used
by terrorists to sustain a series of successful attacks.! Finally, we
explore our understanding of these requirements and how they
relate to terrorist groups’ capabilities by using four groups as case
studies: the Real Irish Republican Army (RIRA), the Palestinian group
Hamas, FARC, and al Qaeda. We chose these groups because they
represent different levels of operational capabilities, as indicated on
the above matrix. As such, they illustrate a wide range of require-
ments for terrorist organizations. Table S.1 lists the organizational
and operational tools. (See pages 29-59.)

THE DYNAMIC NATURE OF TERRORIST GROUPS

In our final chapter, we argue that the initial framework and the lists
of terrorist requirements are still not quite enough. Policymakers can

Table S.1

Factors That Influence Terrorist Groups’ Capabilities

Organizational Tools Operational Tools
Ideology Command and control
Leadership Weapons
Recruitment pools Operational space
Publicity Training

Intelligence

Technical expertise and
specialists

External weapon sources

Sanctuary

Money

Deception skills

IAlthough this categorization is different, it should be noted that RAND has re-
searched the strategies, objectives, organizational structures, and capabilities of ter-
rorist groups for over 30 years. Therefore, this framework and analysis of group capa-
bilities should be viewed not as revolutionary, but rather as building on past research
and methods for analyzing terrorism.
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implement a counterterrorism policy that focuses on groups that
threaten U.S. interests and design that policy to reduce terrorists’
overall capabilities, but this alone might not be the most effective
strategy, since terrorist groups can sometimes adapt quickly. There-
fore, we explore the potential adaptations of terrorist groups. To do
this, we examine the evolutionary trajectories of four terrorist
groups: Shining Path (or Sendero Luminoso [SL]) in Peru, Hizballah,
Egyptian Islamic Jihad (EIJ), and the Philippine Abu Sayyaf Group
(ASG). We chose these groups because they exhibit different organi-
zational structures, articulate different strategic objectives, and
operate in different environments. Thus, similarities in their evolu-
tionary trajectories are noteworthy. In particular, we focus on how
the groups developed and strengthened, how they reacted to coun-
terattacks and other state policies, and the factors that contributed to
either their survival or their dissolution. We conclude that terrorist
groups are the most vulnerable to counterterrorism activities when
they go through periods of transition, especially if actions taken
against them magnify the pressures forcing the evolution. (See pages
61-84.)

CONCLUSION

In sum, the purpose of this report is not to critique the U.S. security
community or terrorism analysis in general. Rather, it is our belief
that the very nature of terrorism makes it difficult to forecast new
and emerging trends. Indeed, Bruce Hoffman highlights this diffi-
culty in Inside Terrorism, stating, “The terrorist campaign is like a
shark in the water: it must keep moving forward—no matter how
slowly or incrementally—or die.”? Thus, our purpose is to present a
framework that allows policymakers to place parameters around the
threat and yet still account for the dynamic nature of terrorist
groups.

Notably, this tension between bounding the threat and maintaining
the flexibility that terrorism analysis requires exists throughout the
report. Yet the tension is by no means unique. RAND terrorism ana-
lysts have struggled with this challenge for more than 30 years—the

2Bruce Hoffman, Inside Terrorism, New York: Columbia University Press, 1998, p. 162.
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1985 report titled A Conceptual Framework for Analyzing Terrorist
Groups is an example of such an effort for dealing with the issue.? As
such, this report should be read and understood as one of many tools
that help policymakers develop and sustain an effective counter-
terrorism strategy. (See pages 85-87.)

3Bonnie Cordes, Brian Michael Jenkins, Konrad Kellen, Gail V. Bass-Golod, Daniel A.
Relles, William F. Sater, Mario L. Juncosa, William Fowler, and Geraldine Petty, A Con-
ceptual Framework for Analyzing Terrorist Groups, Santa Monica, Calif.: RAND Corpo-
ration, R-3151, 1985.
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Chapter One
INTRODUCTION

BACKGROUND

On September 5, 1972, eight Palestinians entered the dormitory of
Israeli Olympians in Munich, West Germany, and kidnapped nine
athletes.! By conducting this attack, the terrorists hoped to obtain
the release of 236 Palestinian prisoners held by Israel, catapult their
cause into the international spotlight, and make the presence of
Palestinians felt at a gathering that had ignored them.? After hours of
negotiations, the terrorists were allowed to move the hostages to a
West German air base and planned to fly to Egypt for a prisoner
exchange. But German police forces attempted to rescue the
hostages, opening fire on the terrorists as the helicopters arrived. The
rescue attempt failed spectacularly: All nine hostages were killed in
subsequent firefights between the terrorists and police. Yet despite
the loss of their hostages, the Palestinians and other terrorists
learned two lessons: Terrorist attacks can be successful even if they
fail to obtain their primary objective (which, in this case, was the
release of Palestinian prisoners), and terrorist acts galvanize support,
which, in turn, can strengthen terrorist organizations.3 Indeed, to

1Bruce Hoffman, Inside Terrorism, New York: Columbia University Press, 1998, pp.
71-75.

2These comments by Abu Iyad, the Palestinian Liberation Organization’s (PLO’s)
intelligence chief, are cited in Hoffman (1998, p. 73).

31n Inside Terrorism, Bruce Hoffman (1998, p. 74) states that following this attack,
thousands of new Palestinians joined terrorist organizations, such as the Black
September, that fought for the Palestinian cause.
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many terrorism analysts, the events of September 1972 marked the
advent of a period that Brian Jenkins described aptly in 1975 as
“terrorism as theatre.”*

Today, more than 30 years after Munich, the U.S. government finds
itself engaged in a war on terrorism. This war is ambitious, targeting
not only al Qaeda but also other affiliated groups scattered through-
out the globe. Furthermore, it now appears that the basic terrorism
aphorism—a lot of people watching and listening, but not a lot of
people dead—has changed. As an example, al Qaeda has articulated
that one of its primary objectives is to kill as many Americans as
possible.> Thus, the U.S. policymaking community is determined to
reduce the overall threat that terrorism poses to the United States.
Indeed, statements from the White House have implied that the war
on terrorism may eventually extend to other terrorists of global
reach—that is, groups not connected to al Qaeda but those that have
the capability to attack the U.S. homeland.® Such a war will likely
require substantial military and diplomatic resources, lasting for at
least several years. Moreover, the U.S. government will wage this war
while pursuing other goals and protecting other interests on the
international scene. This will surely create competition among
national security objectives. It is essential, therefore, that the U.S.
government prioritize its counterterrorism activities and conduct the
war on terrorism as efficiently as possible.

METHODOLOGY

The purpose of this report is to help the U.S. government, particu-
larly the Department of Defense and the intelligence community,
identify the most immediate, as well as emerging, terrorist threats
and to provide some insights into how best to defeat them. Histori-
cally, U.S. intelligence and security communities have taken an

4Brian Jenkins, cited in Hoffman (1998, p. 38).

5For a discussion of al Qaeda and its objectives, see Peter Bergen, Holy War, Inc.:
Inside the Secret World of Osama Bin Laden, New York: The Free Press, 2001, pp.
24-40.

6The term “global reach” is taken from a December 2001 speech by President Bush in
which he stated, “American power will be used against all terrorists of global reach”
(www.whitehouse.gov/news/releases/2001/12/20011220-11.html, accessed Septem-
ber 2003).
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“intuitive” approach to evaluating the relative threat posed by terror-
ist groups. To do this, analysts have ranked terrorists from most to
least threatening based on the number of attacks they have carried
out against U.S. and other Western targets within a specific time
frame. Alternatively, analysts have assessed the strengths and weak-
nesses of a specific group according to its modus operandi, number
of fighters, and degree of support, but have not systematically com-
pared it with the threat posed by other terrorist organizations.
Although ranking groups in this way appears the most logical in the
short run, it does not provide the policymaker with a sense of how
terrorist group capabilities change over time. Similarly, such an
approach does not take into account, for example, the threat posed
by groups that have not recently carried out an attack against U.S.
targets but rather have spent time deepening the anti-U.S. sentiment
of its members and supporters. We argue that these seemingly inac-
tive groups might pose a more significant threat to the United States
in the medium-to-long term.

This report intends to reveal the dynamic between capabilities and
intentions of terrorist groups as well as what this means to the
United States. Furthermore, we attempt to develop a systematic
approach that policymakers can use to assess terrorist threats over
time. Finally, we hope that the report will provide insight for policy-
makers as they determine if and when the U.S. government should
intervene in the development of a terrorist group in order to inter-
rupt its expansion.

To do this, we first assess existing terrorist threats to the United
States, utilizing an analytical framework that allows us to compare
the motivations and capabilities of terrorist groups against each
other. We developed this framework, outlined further in Chapter
Two, by starting with an examination of historical patterns of terror-
ist activities.” For example, from 1991 to 2000, the RAND Terrorism

“The numbers presented in this report are drawn from the RAND Terrorism Chronol-
ogy and the RAND-MIPT [National Memorial Institute for the Prevention of Terrorism]
Terrorism Incident Database, unless otherwise noted. A version of this Chronology
and Database are available online at http://db.mipt.org. We note, however, the danger
in relying too much on past trends of terrorist attacks to predict the future. Indeed,
one of our primary stipulations throughout this report is that terrorist groups are
dynamic entities. As such, the data presented in this report simply provide a wider
context for our analyses. For more information, see the Appendix.
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Chronology and RAND-MIPT Terrorism Incident Database recorded
approximately 3,800 international terrorist attacks. We used this
database to examine the modus operandi and capabilities of various
terrorist groups (this information can be found in the Appendix).
However, relying on historical data presents a problem to the coun-
terterrorism analyst: Not all terrorist groups that have been active
since 1991 pose a threat to the United States, nor do many of the
weapons and tactics used by these groups pose a particular chal-
lenge. In addition, historical trends cannot necessarily be used to
accurately predict future terrorist attacks. To address this difficulty,
we overlay the historical patterns discovered with our evaluation of
emerging terrorist trends.

Chapter Two then rates 22 terrorist organizations on two dimen-
sions: their overall capabilities for violence and the degree of their
hostility toward the United States. Rating these groups by no means
provides a complete picture of terrorism to the reader; rather, we
chose groups that represent a range of both capabilities and inten-
tions vis-a-vis the United States. We then highlight three groups that,
according to the framework, present the greatest threat to the United
States and its interests.

Having established a framework for comparing the threats that vari-
ous terrorist groups pose to the United States, we provide in Chapter
Three a more comprehensive analysis of terrorists’ capabilities.
Chapter Three examines what terrorist groups need to sustain or
increase their capabilities and, by doing so, also identifies potential
targets for U.S. counterterrorism activities. To do this, we divide the
groups’ needs into organizational and operational tools: what terror-
ist groups need to exist and what they need to effectively conduct
attacks.

The division of existing and conducting attacks has a significant
impact on U.S. counterterrorism policy objectives. For example, any
government’s use of media campaigns designed to reduce public
support for terrorism and therefore future recruits actually targets
terrorists’ organizational requirements or their existence. Such poli-
cies may have an impact on terrorist groups’ abilities to conduct
attacks, but only because they threaten the very existence of the
organization itself. In contrast, policies that attempt to limit terror-
ists” access to chemical, biological, radiological, or nuclear (CBRN)
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materials are targeting terrorist groups’ operational capabilities, not
their actual existence. Either policy can be effective, but each has
different results. After dividing terrorist groups’ needs into organiza-
tional and operational requirements, we use observations drawn
from four groups—Northern Ireland’s Real Irish Republican Army
(RIRA), the Palestinian group Hamas, the Revolutionary Armed
Forces of Colombia (FARC), and al Qaeda—to illustrate how these
requirements might change as groups attempt to increase the
sophistication and impact of their attacks.

Chapter Four adds a final dimension to our analysis by examining
how terrorists react to dynamics within their own organizations as
well as in their surrounding environments. The chapter provides in-
sight into potential shifts in the current terrorist threat environment.
To do this, we use four additional case studies—the Philippine Abu
Sayyaf Group (ASG), Peru’s Shining Path (or Sendero Luminoso [SL]),
Lebanese Hizballah, and the Egyptian Islamic Jihad (EIJ)—to
demonstrate how the motivations, objectives, tactics, and targets of
terrorist groups might change. Indeed, the primary conclusion we
draw from Chapter Four is that, as terrorist groups go through peri-
ods of transition, they exhibit unique vulnerabilities, which can then
be exploited by U.S. counterterrorism activities.






Chapter Two
ASSESSING TERRORIST THREATS

This chapter develops a framework for evaluating the threats that
various terrorist groups pose to the United States, using the twin cri-
teria of intentions and capabilities.! To do this, we first establish five
degrees of anti-U.S. sentiment, our measure of particular terrorist
groups’ desire to attack the U.S. homeland and U.S. interests over-
seas. Similarly, we also articulate five different capability indicators
for militant organizations that conduct terrorist attacks. By under-
standing terrorist groups in this framework, policymakers can com-
pare the relative threats that such groups pose to the United States.
Finally, we apply this framework, evaluating 22 terrorist groups
according to their hostility toward the United States and their overall
capabilities.

BUILDING THE FRAMEWORK

Our analytical framework has three logical components. The first
component is its overall structure, which ranks metrics of intent and
capability against each other. Although terrorism analysts have not
historically used such a systematic approach to evaluate threats, this
is, in fact, the traditional manner of evaluating threat in strategic
studies and defense planning. Thus, the first component simply rep-
resents an adaptation of more-traditional defense analyses to the
world of terrorism studies.

INote that this report does not assess the threats posed by terrorists not associated
with an organized group, such as Oklahoma City’s bomber Timothy McVeigh.
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The second component of the framework is the actual metrics them-
selves: anti-U.S. sentiment for intent and demonstrated and perceived
attack skills for terrorist capability.? Of course, terrorist groups repre-
sent a wide range of potential motivations, decisionmaking, modus
operandi, and operational environments; this variety has always
been the most contentious element in comparing the threats that
terrorist groups pose to the United States against each other. We
chose these particular metrics because we believe that they are spe-
cific enough to provide measurable criteria and yet still allow us to
capture the variety of different militant organizations that engage in
terrorist activities. Notably, we designed these metrics to highlight
terrorist threats to the United States, not international terrorism in
general. We acknowledge that there may be other ways of measuring
intent and capability: The value of the framework is not as much tied
to the metrics used as to the fact that there are identifiable metrics.

Finally, the third component is a set of ten thresholds we established
within the two metrics to indicate multiple degrees of intent and
capability. We based the thresholds on trends in terrorist activities
over the past 30 years, overlaying this historical analysis with our
assessment of more-recent and emerging patterns (see the Appendix
for more details). Like the previous component, the purpose of these
thresholds is to create a structured analytical model while still being
flexible enough to account for the diversity among terrorist groups.
Once again, we do not expect the reader to necessarily accept our
specific thresholds: Their true value lies in the fact that they are
clearly defined and exist along a measurable continuum.

The following sections further outline and apply these thresholds to
the current and emerging terrorist threat environment.

2As mentioned in the introduction to this analysis, we used numbers drawn from the
RAND Terrorism Chronology and RAND-MIPT Terrorism Incident Database to arrive
at these metrics. But the authors also add a level of perceived skill in addition to
demonstrated skill. When applicable, this subjectivity is highlighted and explained in
the text. We do not believe that it detracts from the utility of the framework, however,
and think that other metrics could also be used successfully.
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Indicators of Terrorists’ Intentions

We chose “anti-U.S. sentiment” to measure the intentions of terrorist
groups vis-a-vis the United States. Of course, some groups do not
articulate or demonstrate any anti-U.S. sentiment. For example,
Kach is a right-wing Israeli terrorist group accused of conducting ter-
rorist attacks on Palestinians in Israel and has not articulated
grievances against the United States or U.S. strategic interests3 over-
seas. For the purposes of this report, therefore, the first threshold
within the metric anti-U.S. sentiment is the next level above nothing.
Accordingly, the following section describes five anti-U.S. sentiment
thresholds that build on each other and are listed in ascending order.

The first threshold is anti-U.S. rhetoric and/or a stated goal of desta-
bilizing important U.S. partners. By itself, this threshold indicates
relatively low degrees of anti-U.S. sentiment. Indeed, many terrorist
groups espouse hatred for the United States and yet do not attack
U.S. citizens, businesses, or interests overseas. For example, the
Nepalese Maoists form a left-wing militant organization that uses
anti-U.S. “imperialist” and “capitalist” rhetoric, but they only attack
local Nepalese targets.* Thus, terrorists within this threshold (like the
Maoists) have not followed their anti-U.S. rhetoric with attacks on
U.S. targets, which logically places them lower on an “anti-U.S. sen-
timent” continuum than the groups that do attack U.S. targets.

The next threshold is an association with another terrorist group that
specifically seeks to target U.S. citizens and institutions. We estab-
lished this as a distinct threshold, which is primarily based on the
model of training and support that al Qaeda has provided to other,
more regionally focused, terrorist groups in recent years. Although

31t is arguable that terrorist attacks that disrupt the Middle East peace process are
against U.S. interests. However, we are mostly examining strategic interests, or those
that have direct implications for U.S. national security strategy and the war on terror-
ism.

4The CPN-M is a group that controls sections of Nepal, including Rukum, Rolpa,
Salyan, Kalikot, and Jagarkot, and has extended its influence into other areas, such as
Sindhuli, Solukhumba, Khotang, Sankhuwasabha, and Okhaldhunga. The group con-
ducts insurgency campaigns in rural Nepal as well as terrorist attacks in urban centers.
Peace talks between the Maoists and the Nepalese government deteriorated in July
2001. For more information, see R. Bedi, “‘Red Terror’ Gaining Ground in Nepal,”
Jane’s Terrorism and Security Monitor, July 2, 2002.
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such terrorist organizations as the PLO, Spain’s Basque Fatherland
and Liberty (ETA), and the Provisional Irish Republican Army (PIRA)
have historically maintained informal relationships, this pattern of
training and sponsoring other terrorist groups is relatively new and
at this point unique to al Qaeda. Despite al Qaeda’s support, how-
ever, many of its affiliates do not attack U.S. targets. Instead, they
provide logistical support or sanctuary to al Qaeda members. As
such, this association appears to represent a higher degree of anti-
U.S. sentiment than simple rhetoric but not as much as if the affili-
ated group specifically targeted the United States. For example,
although the Salafist Group for Preaching and Combat (GSPC) is an
Algerian Islamist group affiliated with al Qaeda, it has not attacked
U.S. targets.5 It is therefore logical that the GSPC poses a greater
threat to the United States, solely in regards to intentions, than the
Nepalese Maoists do. However, the GSPC is still not as threatening as
a terrorist organization that specifically targets U.S. citizens or busi-
nesses.

Similarly, the third threshold is an explicitly anti-Western ideology
and/or a history of significant attacks on important U.S. partners.
Some terrorist groups, such as the Pakistani terrorist group Lashkar-
e-Toiba (LeT), do not attack U.S. targets but do present a clear and
immediate danger to important U.S. partners. Notably, just as U.S.
national security interests adjust over time, so also may the terrorist
groups that fall above this threshold. In the context of the war on ter-
rorism, Pakistan is a strategic ally. Therefore, terrorist groups that
have a history of significant attacks on Pakistan would rate higher on
our intent metric than a group like the Algerian GSPC or the Nepalese
Maoists.

The fourth threshold consists of groups that target U.S. citizens
and/or property in pursuit of their local agenda.® Some terrorist

5The GSPC never formally signed the fatwa issued by the World Islamic Front for Jihad
Against the Jews and Crusaders, opting instead to associate with al Qaeda under its
own terms. See Rohan Gunaratna, Inside Al Qaeda: Global Network of Terror, New
York: Columbia University Press, 2002, p. 125.

6This threshold might include a group that kills foreigners to put pressure on the tar-
geted state or local authorities. This threshold is in contrast to attacks conducted in
areas where the victims may or may not be foreigners (e.g., a shopping mall). Or, simi-
larly in contrast, some groups specifically tell their members not to kill or target for-
eigners.
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groups specifically attack U.S. targets but do so to promote a local
agenda. FARC, for example, has launched multiple attacks on U.S.-
owned oil pipelines as part of its campaign to destabilize the
Colombian government.” These attacks are not necessarily aimed at
the United States, yet they still demonstrate a higher degree of anti-
U.S. sentiment than simple rhetoric or attacks on important part-
ners.

Finally, the highest threshold incorporates terrorist groups that
specifically focus their attacks on U.S. targets. The most prominent
terrorist group within this threshold is, of course, al Qaeda, which
has attacked U.S. embassies, warships, and perpetrated the attacks of
September 11, 2001. In addition, other terrorist acts, such as the 1983
U.S. Marine barracks bombing or the Pan Am 103 hijacking, have
specifically targeted the United States as part of a wider international
agenda.

Having established five thresholds of anti-U.S. sentiment that can be
used to measure the intentions of terrorist groups, it is useful to illus-
trate how these thresholds might be used to assess terrorist threats.
To do this, we assign each threshold a numerical value (see Table 2.1)
and then use these values to compare terrorist groups’ intentions
toward the United States against each other.

Table 2.1

Indicators of Terrorist Groups’ Intentions

Numerical
Thresholds of Anti-U.S. Sentiment Value
Anti-U.S. rhetoric and/or a stated goal of destabilizing important 1
U.S. partners
Association with another terrorist group that seeks to target U.S. 2
citizens and institutions
Explicitly anti-Western ideology and/or a history of significant 3
attacks on important U.S. partner
Targeting U.S. citizens and/or property to pursue a local agenda 4
Specifically focusing attacks on U.S. targets 5

“For more information on FARC’s articulated objectives, see “La Paz Sobre la Mesa,”
Cambio, May 11, 1998, pp. 14-21.
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In conclusion, the purpose of this intent metric is to provide a list of
relatively objective criteria with which to measure terrorist groups’
desire to attack the United States and U.S. interests overseas. As
such, it is only half of the picture. But it does allow analysts to com-
pare the threats posed to the United States by equally capable
groups: For example, the Liberation Tigers of Tamil Eelam (LTTE) is a
highly capable group, similar to FARC, but it has not demonstrated
any anti-U.S. sentiment; therefore, according to Figure 2.1, the LTTE
would be assigned the numerical value “0,” while FARC would be
categorized as a “4.” The utility of this metric, therefore, is that it
allows policymakers to identify group distinctions and focus U.S.
counterterrorism policy accordingly.

Similarly, the framework can also help distinguish between terrorist
groups with similar ideologies but different intentions. For example,
both al Qaeda and Hamas are Islamist groups, but the former is
waging what could be interpreted as a war against the United States,
while the latter confines its attacks almost exclusively to targets
within Israel and the Occupied Territories. As a result of their similar
ideologies, these groups are often conflated into one threat category:
Islamist terrorists. However, from a U.S. perspective, al Qaeda’s
intentions are much more of a threat than are those articulated by
Hamas.

Indicators of Terrorist Capabilities

While it is useful to examine terrorist groups according to intent, it is
also important to assess the organizations’ ability to actually carry
out attacks on their intended adversaries. To do this, we chose five
“capability indicators,” basing them on our analysis of international
terrorist attacks drawn from the RAND Terrorism Chronology and
RAND-MIPT Terrorism Incident Database. As mentioned above, the
RAND databases have recorded approximately 3,800 international
terrorist attacks from 1991 through 2000. Yet not all of these attacks
threatened the United States or U.S. citizens overseas. Figure 2.1
illustrates this point, comparing the overall patterns in international
terrorist attacks with attacks directed against U.S. targets.
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Figure 2.1—International Attacks as Compared with Attacks Directed
Against U.S. Citizens and Property Overseas

It is clear from Figure 2.1 that the number of terrorist attacks on U.S.
targets overseas has increased steadily since 1995.8 This figure also
raises the questions “What terrorist groups are responsible for this
increase?” and “Which groups will pose the greatest threat to U.S.
national security interests in the future?” In answering these ques-
tions, it is important to note that the historical data are illustrative
only of trends in terrorist attacks and are not predictive. We therefore
add our own assessment of new and emerging terrorist trends. The
result is a series of criteria that, we believe, provide enough structure
to form a framework for measuring terrorists’ capabilities yet are
flexible enough to account for the multiple operating environments
and state counterterrorism capabilities encountered by militant

8The numbers in this figure are taken from the RAND-MIPT Terrorism Incident
Database and the RAND Terrorism Chronology. Note that RAND discontinued its
Chronology in 1998 and did not restart the project until April 2001. RAND has begun to
fill in this “gap” and has, at this point, supplemented its Chronology with information
from the U.S. Department of State’s Patterns of Global Terrorism, which uses a defini-
tion of terrorism that is closely related to the RAND data.
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organizations that conduct terrorist attacks. Notably, these indica-
tors are not meant to be either exclusive or comprehensive, in the
sense of identifying all relevant or potential types of attacks that a
group might contemplate. Instead, the indicators provide policy-
makers with a series of measures that they can use to compare
terrorists’ relative capabilities.

Like the previous section, the following capability thresholds begin
one level above simply conducting an attack. For example, on March
12, 2002, two al-Fatah members threw grenades in the direction of
Israeli vehicles traveling near the Lebanese border in Israel, killing six
people and wounding seven. Attacks at this level do not necessarily
require reconnaissance, technical expertise, or even prior planning.
Indeed, the attack described above simply required the terrorists to
obtain grenades and plan minimal degrees of operational security to
get to the attack site without being caught, both of which are rela-
tively easy in Israel and the Occupied Territories. As such, the attack
does not provide much insight into al-Fatah’s operational capabili-
ties as an organization.

It is noteworthy, however, that most of the terrorist attacks world-
wide occur at this level. For example, from January 1998 through
December 2002, terrorists averaged approximately one death and
three injuries per attack.? Because we begin our first threshold one
level above anything, as described below, illustrates the fact that
many terrorist groups may not even meet the requirements for the
first threshold. Moreover, just because a group does meet this
requirement does not mean that the organization’s every attack
occurs over the first threshold. To gauge threats against the United
States, we set our first threshold high in the spectrum of overall
trends of terrorist attacks. The five thresholds are described below in
ascending order. (For more information on the historical patterns of
terrorist attacks as they relate to these thresholds, see the Appendix.)

The first capability threshold is the ability to kill or injure on the
order of 50 people in a single attack. We chose this threshold as an
indicator of a terrorist group’s ability to acquire basic knowledge of a

9This estimate includes possible suicide bombers who die as a result of an attack,
although the number of these types of attacks is not very significant; suicide attacks
account for approximately 1/10 of all attacks, if that many.
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target, maintain some low degree of technical competence (e.g., the
capacity to build an improvised explosive device), and to plan and
execute an attack with similarly minimal levels of operational secu-
rity. For example, in January 1998, the Armed Islamic Group (GIA)
threw an improvised explosive device into a movie theater in Algeria,
killing approximately 50 people. Although it was not a particularly
sophisticated attack, the outcome indicates that the group has suffi-
cient planning and execution skills to successfully target a concen-
trated group of people.

We established the next terrorist capability threshold as the ability to
intentionally target unguarded foreign nationals. Our analysis of the
data suggests that deliberate attacks on foreigners require a higher
degree of reconnaissance, technical expertise, and planning than
does the previous threshold. Furthermore, while some terrorist
groups might be able to kidnap or assassinate foreigners once or
twice during their existence, this level of operation is difficult for
many terrorist groups to sustain. An example of this type of act is the
May 8, 2002, attack by Pakistani terrorists against French engineers
residing in Karachi’s Sheraton Hotel, which killed 13 and injured 25.
In this attack, the perpetrators apparently knew not only the location
of the victims but also their travel schedule to and from work.
Therefore, in our judgment, this threshold represents a higher degree
of capability than does killing 50 individuals.

The third threshold for measuring terrorist groups’ capabilities is the
ability to kill or injure 150 or more people in an attack—an example
of this is the December 21, 1988, bombing of Pan Am flight 103 over
Lockerbie, Scotland, which killed 270 people in the air and on the
ground.!? For this threshold, we decided to move beyond historical
patterns of terrorist attacks and also account for emerging trends in
terrorist activities. This threshold justifies such a shift because, at this
level, it is difficult to separate the intent to kill 150 or more people
from the actual ability to do so. For example, EIJ has not killed more
than 150 in a single attack, even during the peak of its campaign in
Egypt in the early 1990s. Therefore, if we were to simply abide by past
patterns of EIJ attacks, this absence could be interpreted as a lack of

10For more information on the Pan Am attack, visit the memorial website at www.
geocities.com/CapitolHill/5260/headpage.html (accessed September 2003).
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ability to conduct such an attack and the EIJ would not fall above this
third threshold. Yet EIJ members did play a significant role in the
planning and execution of the U.S. embassy bombings in Nairobi
and Kenya, which killed more than 150 people.!! So, clearly the EIJ’s
role in these attacks appears to indicate its ability to kill 150 or more
people, even though the group had not done so in the past. There-
fore, this threshold attempts to capture both the demonstrated and
perceived ability of terrorist groups.

Similarly, we established the fourth threshold as the demonstrated
and perceived ability of terrorist groups to strike at guarded targets.
In this context, an attack on a guarded target includes successful
penetrations of U.S. military facilities or embassies, in contrast with
standoff attacks, such as drive-by shootings. For example, on July 24,
2001, the LTTE attacked a combined Sri Lankan Air Force base and
civilian airport, destroying eight military and six civilian aircraft.!? In
many ways, the repertoire of skills needed to conduct an attack
against guarded targets, like the Sri Lanka example, is suited more to
guerrilla organizations than to terrorists.!®> Guerrilla groups tend to
focus their attacks on military targets, using assault rifles and bombs
to gain control over people and territory. In contrast, terrorist groups
use violence to draw attention to their political objectives or to pres-
sure governments into changing their policies.!* Thus, guerrilla
groups with insurgent agendas, such as the LTTE or FARC, work to
develop the skills and weapons needed to successfully attack police
and military or guarded targets. Having said that, some terrorist
groups do successfully attack guarded targets, as demonstrated by
the aggression against U.S. embassies overseas. Therefore, the skills
required for terrorist groups to conduct an attack on guarded targets
merit their own threshold.

The highest terrorist capability indicator that we incorporated into
this framework is the ability to coordinate multiple attacks. We chose
this threshold because such attacks require sophisticated planning,

HGunaratna (2002, pp. 97, 159-164).

1210hn Daly, “Will Sri Lanka’s Peace Accord with the Tamil Tigers Hold?” Jane’s Terror-
ism and Security Monitor, April 1, 2002.

13Note that this framework does not examine insurgency capability indicators.
14Hoffman (1998, pp. 41-44).
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intelligence gathering, operational security, technical expertise, and
command and control. Indeed, for the purpose of this analysis, mul-
tiple “coordinated” attacks do not include relatively minor degrees of
coordination, such as the November 2002 attacks on a Nairobi hotel
and Israeli jetliner. This attack did not require a high level of techni-
cal expertise (simply crashing into a hotel or firing a portable air
defense system), operational security, planning, or even a significant
level of coordination. In contrast, the September 11, 2001, attacks on
the United States are representative of this threshold. For example, it
now appears that, in 1997, al Qaeda operatives conducted reconnais-
sance missions throughout the United States, filming such potential
targets as the Statue of Liberty and Disneyland,!®> and some of the
hijackers, such as Mohammad Atta, enrolled in flight schools in
preparation for the attack.!® Although al Qaeda is currently the pre-
eminent anti-U.S. group that coordinates multiple sophisticated
attacks, other groups (such as the LTTE) have also demonstrated this
ability. One can therefore imagine that other groups might attempt
to conduct a series of coordinated attacks inside the United States or
against U.S. targets overseas.

As with the indicators of terrorist groups’ intentions, we next assign
each of these thresholds a numerical value. Table 2.2 identifies these
values, which we then use in the next section to demonstrate how
terrorist groups’ capabilities can be compared against each other.

Table 2.2

Indicators of Terrorist Groups’ Capabilities

Numerical
Thresholds of Demonstrated and Perceived Attack Skills Value
Kill or injure 50 or more people in a single attack 1
Intentionally target unguarded foreign nationals 2
Kill or injure 150 or more people in a single attack 3
Strike at guarded targets 4
Successfully coordinate multiple attacks 5

15“Al-Qaeda Suspect Filmed WTC,” CNN.com, July 16, 2002.
16Eor more information, see Bergen (2001, pp. 35-36).
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APPLYING THE FRAMEWORK

Having established a framework that can be used to compare terror-
ist threats posed to the United States by a variety of different militant
groups, this section categorizes 22 terrorist groups into the two-
dimensional space that we have defined. Table 2.3 lists these groups

Table 2.3

Applying the Framework to 22 Terrorist Groups

Acronym or

Group Short Name Home Base
al Qaeda al Qaeda Afghanistan
Abu Sayyaf Group ASG Philippines
Self-Defense Forces of Colombia

[Autodefensas Unidas de Colombia] AUC Colombia
Communist Party of Nepal-Maoist CPN-M Nepal
Revolutionary People’s Liberation

Party/Front DHKP/C Greece
National Liberation Army [Ejercito de

Liberacion Nacional] ELN Colombia
Basque Fatherland and Liberty

[Euskadi Ta Askatasunal ETA Spain
Revolutionary Armed Forces of

Colombia FARC Colombia
Armed Islamic Group GIA Algeria
Salafist Group for Preaching and

Combat GSPC France
Islamic Resistance Movement Hamas West Bank and Gaza
Party of God Hizballah Lebanon
Al-Gama’at al-Islamiyya 1G Egypt
Islamic Movement of Uzbekistan IMU Uzbekistan
Kach Kach Israel
Lashkar-e-Toiba LeT Kashmir
Liberation Tigers of Tamil Eelam LTTE Sri Lanka
Moro Islamic Liberation Front MILF Philippines
Revolutionary Organization

November 17 N17RO Greece
Palestinian Islamic Jihad PIJ West Bank and Gaza
Real Irish Republican Army RIRA Northern Ireland
Shining Path [Sendero Luminoso] SL Peru
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alphabetically according to the acronym or short name by which
they are most commonly known. Notably, analysts could easily in-
clude any number of terrorist groups in this framework; we have
chosen the following 22 groups because they represent a wide variety
of motivations, capabilities, and relevance to the war on terrorism.

We next coded each group according to the set of five thresholds for
anti-U.S. sentiment and the five levels of capability indicators, as
described above. The results of this coding are listed in Table 2.4 and
displayed graphically in Figure 2.2. Intentions are ranked from 0 to 5
based on the ascending order of anti-U.S. sentiment indicators, with

Table 2.4

Coding Terrorist Groups for Intentions and Capabilities

Group Intentions Capabilities

al Qaeda
ASG
AUC
CPN-M
DHKP/C
ELN
ETA
FARC
GIA
GSPC
Hamas
Hizballah
1G

IMU
Kach
LeT
LTTE
MILF
N17RO
PIJ

RIRA

SL

NOTE: Nothing in the framework precludes intermediate values
(e.g., scoring a group with a capabilities level of “2.5”) if there is
evidence that a group’s intentions or capabilities are in fact
intermediate between two rungs on our scale or are on the verge
of a significant change. Please see Chapter Four for more on the
dynamic nature of terrorist organizations.
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5 being the most hostile and 0 benign. Capabilities are similarly
ranked, with 5 being the highest level of skill.”

Figure 2.2 demonstrates how the framework can provide analysts
and policymakers with a useful lens for filtering through the chaotic
noise of terrorist threats. Indeed, this paradigm clarifies the most
fundamental question underlying a successful counterterrorism
strategy: “What groups should the United States be worried about
the most?” Figure 2.2 illustrates our answer: The terrorist groups in
the upper right-hand quadrant—those that combine high levels of
anti-U.S. sentiment with significant operational capabilities—should
be the highest priority for U.S. counterterrorism policy. Accordingly,
three groups—al Qaeda, FARC, and Hizballah—fall in this category.

RANDMR1782-2.2
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Figure 2.2—Mapping Intentions Against Capabilities for
22 Terrorist Groups

17Both the intentions and capabilities measurements are based on rhetoric and/or
terrorist attacks conducted by these groups since 1998.
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Although the purpose of this framework is to compare the threats
posed by terrorist groups to the United States, it is important to note
that not all of the groups in the upper right-hand quadrant are nec-
essarily capable or motivated to launch a series of sophisticated
attacks within the United States. It might be useful to establish a
separate set of criteria specifically for attacks on the U.S. homeland,
but the purpose of this analysis is to look at terrorist groups’ capabil-
ities and intentions vis-a-vis the United States and U.S. strategic
interests abroad.

In contrast to al Qaeda, FARC, and Hizballah, terrorist groups in the
lower left quadrant of the figure present the weakest threat to the
United States because they have minimal degrees of both capability
and desire to attack the United States. We by no means are arguing
that the U.S. government should disregard these groups altogether;
but rather, we recommend that policymakers weigh them in the con-
text of ongoing strategic interests. Indeed, the United States relies on
such countries as the Philippines to pursue its war on terrorism. In
these circumstances, relatively incapable terrorist groups—such as
the ASG—could prove to be enough of a threat that the U.S. govern-
ment is compelled by the demands of coalition politics to become
engaged in local (from the U.S. perspective) conflicts.

The two “extreme” quadrants—the lower left and the upper right—
are the easiest to prioritize according to threats against the United
States and U.S. strategic interests. Prioritizing the other two quad-
rants, however, is more difficult. The implication of this chapter is
that terrorist threats should be prioritized both according to existing
threats and to an evaluation of how groups might change both their
motivations and their capabilities. For example, a capable terrorist
group, such as the LTTE, would likely be a significant adversary if it
focused on the United States. Alternatively, a hostile yet relatively in-
capable group, such as the Palestinian Islamic Jihad (PIJ), would
likely be just as challenging if it managed to increase its capabilities
to the level of the LTTE, for example.

Evaluating how terrorist groups might change, however, is not an
easy task. It is a complex issue, since terrorist groups do not neces-
sarily develop along a linear trajectory that can be mapped easily. As
a result, terrorism analyses frequently focus on threats over a limited
time frame, without attempting to project into the future or therefore
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design counterterrorism policies that might stop the evolution of
groups before they reach a high threat level. In an attempt to take a
first step at rectifying this shortcoming, we focus in Chapter Four on
the question “What factors affect terrorist groups’ development,
either positively or negatively?” At this point, we acknowledge this
complexity and the fact that terrorist groups are not static entities
but rather ever-adapting organizations. Figure 2.3 illustrates this
concept.

Figure 2.3 is not meant to predict, but rather it simply illustrates the
effects that a dispersal of al Qaeda members into other terrorist
groups (as a result of recent U.S. activities in Afghanistan) might have
on the intentions and capabilities of other “affiliated” groups.

Arguably, if al Qaeda members share their technical expertise with
like-minded groups, it will likely increase the groups’ operational
capabilities. Similarly, these groups might become more anti-U.S. as
a result of al Qaeda’s influence. The upward movement of the GIA
and the Islamic Movement of Uzbekistan (IMU) in Figure 2.3 (solid
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black lines) illustrates this notional change, while the leftward move-
ment of al Qaeda (solid white line) represents a potential decrease in
the organization’s capabilities as a result of the war in Afghanistan.
Notably, both these shifts are only notional. The objective of Figure
2.3, at this point, is to illustrate the utility of this framework in clarify-
ing our understanding of existing and emerging terrorist threats.

Having evaluated various terrorist groups by their intentions and
capabilities, we explore what underlies these capabilities—the orga-
nizational and operational resources that sustain groups—in the next
chapter. And, more specifically, what do terrorist groups need to
survive and operate a successful campaign?






Chapter Three
TERRORIST GROUPS’ CAPABILITIES

On August 7, 1998, at 10:30 a.m., a truck bomb exploded outside the
U.S. embassy in Nairobi, Kenya, killing 213 people and injuring about
4,000.! Approximately nine minutes later, in a coordinated attack,
another truck bomb killed 11 more people at the U.S. embassy in
Tanzania.? Before and since these attacks, terrorists have kidnapped
U.S. citizens, bombed U.S. businesses, and hijacked U.S. airplanes.
Between 1968 and 1998, more than 3,300 terrorist attacks were con-
ducted against U.S. targets overseas.> This chapter examines the
tools that terrorist groups use to sustain these and other types of
attacks.

HYPOTHESIZING TERRORIST TOOLS

To do this, we first divide terrorist groups’ activities (and therefore
requirements) into two categories:

e activities that sustain the group’s existence as a cohesive entity

e activities that allow terrorists to sustain series of successful at-
tacks.

1Bergen (2001, pp. 109-110).
2Bergen (2001, p. 113).

3The RAND Terrorism Chronology identified 3,339 attacks against U.S. targets in this
period. For more information, see http://db.mipt.org.

25



26  The Dynamic Terrorist Threat

Admittedly, these two categories are somewhat interrelated. Terrorist
groups able to sustain a series of successful attacks can turn this suc-
cess into a recruitment campaign or use the success to reinforce their
members’ confidence in the group and, hence, bolster group cohe-
sion. Yet we chose to divide terrorist activities into these two cate-
gories because the division clarifies the potential use of, and goals
for, U.S. counterterrorism policy. For example, if U.S. policymakers
want to prevent a particular attack or alleviate an immediate threat,
then counterterrorism activities should focus, in general, on the sec-
ond category. In comparison, if policymakers want to completely
dismantle a terrorist group over the long term, then counterterrorism
activities should include a significant emphasis on the first category.
For the purpose of this report, we have defined terrorist capabilities
that sustain group cohesion and existence as organizational tools.
Alternatively, operational tools provide terrorists with the capabilities
necessary to sustain a series of successful attacks.*

Having divided terrorist groups’ activities into two categories, we
next identify eleven basic tools that terrorists use—with varying
degrees of sophistication—to sustain these activities. The four orga-
nizational tools are (1) a guiding and motivating ideology, (2) leader-
ship, (3) recruitment pools, and (4) publicity. In addition to these
organizational tools, we expect that the operational tools used by
terrorist groups to sustain a series of successful attacks are as follows:
(5) command and control, (6) weapons, (7) training, (8) operational
space,® (9) operational security, (10) intelligence, and (11) money.

To further explore these requirements, we draw observations from
four terrorist groups: the RIRA, Hamas, FARC, and al Qaeda. We did
not select these groups because they represent each of the four quad-
rants in the Chapter Two threat framework. Instead, we chose these
militant groups because they appear to be indicative of other terrorist
groups operating at similar levels in our capability thresholds, dis-

4For more information on approaches to analyzing terrorist groups, see Bonnie
Cordes, Brian Michael Jenkins, Konrad Kellen, Gail V. Bass-Golod, Daniel A. Relles,
William F. Sater, Mario L. Juncosa, William Fowler, and Geraldine Petty, A Conceptual
Framework for Analyzing Terrorist Groups, Santa Monica, Calif.: RAND Corporation,
R-3151, 1985.

50perational space is defined in this report as the time and space to plan, train for,
and execute attacks.
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cussed in Chapter Two. As such, we use them as “ideal types” for ter-
rorist groups operating at four of the five different capability levels
included in our framework. Although subsequent sections describe
the capabilities of these groups in more detail, the following provides
a brief background on their motivations, modus operandi, and
operating environments.

The RIRA is a terrorist group that operates primarily in Northern Ire-
land. Its supporters are referred to as Republicans because they sup-
port a unification of Northern Ireland with the Republic of Ireland.
Leaders of the PIRA, the RIRA’s parent organization, entered into
peace negotiations with the British government in 1998. Some PIRA
fighters rejected this peace process, however, and split from the PIRA
to establish their own terrorist group and to continue to fight against
British authorities. The RIRA was founded by the PIRA’s ex-quarter-
master general Michael McKevitt and his common-law wife
Bernadette Sands-McKevitt, who together recruited several of the
PIRA’s skilled bombmakers into the organization, giving the group a
tremendous operational advantage. Sands-McKevitt’s participation
also gave the group credibility within the broader Nationalist move-
ment because she was the sister of Bobby Sands, the first PIRA mem-
ber to die in a hunger strike in 1981.6 Most of the RIRA’s attacks are
comprised of relatively low-level operations, such as riots, bombs left
outside an opponent’s home, or beatings. One of the most sophisti-
cated attacks conducted by the group was an August 1998 car
bombing in Omagh, which killed 28 people and injured about 100.”
Thus, the RIRA represents the least capable group in our analysis
(capability level 1 in Table 2.4).

Like the RIRA, Hamas is also a rejectionist group, opposing Pales-
tinian negotiations with Israel and the Oslo Accords. Yet in contrast
to the RIRA, which is motivated primarily by a nationalist agenda,
Hamas also has a religious objective: an Islamic state in Palestine.?

8“paramilitaries: The Real IRA/32-County Sovereignty Committee,” British Broadcast-
ing Corporation, www.bbc.co.uk/history/war/troubles/factfiles/rira.shtml (accessed
September 2003).

“For more information on the Real IRA, see Sean Boyne, “The Real IRA: After Omagh,
What Now?” Jane’s Intelligence Review, August 24, 1998.

8For more information on Hamas, see Khaled Hroub, Hamas: Political Thought and
Practice, Washington, D.C.: Institute for Palestine Studies, 2000.
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Like other terrorist groups in the region, such as Egypt’s al Gamat,
Hamas’s ideological roots are planted firmly in the Muslim Brother-
hood. Thus, Hamas uses suicide bombings to challenge both Israel
and the secular government promoted by the Palestinian Authority
in the West Bank and Gaza Strip. Hamas represents approximately
one level above the RIRA in capabilities, or capability level 2 in Table
2.4.

FARC is a guerrilla organization that sometimes uses terrorist tactics
to achieve its goals. As such, it is a much larger group (approximately
15,000 members) than Hamas, maintaining control over people and
territory in Colombia, as well as some small areas in Panama and
Ecuador. FARC articulates a Marxist-Leninist agenda—e.g., land re-
forms, redistribution of power and wealth—and yet this agenda now
incorporates drug trafficking.® Operationally, FARC often kidnaps
international and local businessmen, holding them for ransom. It
also attacks bridges, military installations, and utilities; conducts car
bombings in Colombia’s major cities; and plots assassinations of
government officials. We ranked FARC as “3” on the capability indi-
cators in Table 2.4.10

Finally, al Qaeda’s leadership has articulated multiple objectives:
remove U.S. influence from the Gulf States, eliminate corruption in
Saudi Arabia, kill numerous Americans, and reestablish the
Caliphate.!! Al Qaeda’s agenda, therefore, encompasses much
broader objectives than the other three groups. Similarly, it has
demonstrated the ability to promote its agenda on a global scale. Its
repertoire of attacks include the September 11, 2001, attacks on the

9For a discussion of FARC, see Angel Rabasa and Peter Chalk, The Colombian
Labyrinth: The Synergy of Drugs and Insurgency and Its Implications for Regional Sta-
bility, Santa Monica, Calif.: RAND Corporation, MR-1339-AF, 2001.

10Note that our discussion of FARC focuses primarily on its terrorist capabilities, not
guerrilla warfare tactics.

UThe Caliphate is used, generally, to refer to the people and lands ruled by the spiri-
tual head of the theocratic Islamic state. Many Sunnis regard the period of the first
four Caliphs after Mohammed—Abu Bakr, Umar, Uthman, and Ali—as the Islamic
ideal. One of the primary objectives of al Qaeda is to overthrow the existing secular
Arab governments and replace them with a truly Islamic nation.

For a discussion of al Qaeda and its objectives, see Anonymous, Through Our Enemies’
Eyes, Washington, D.C.: Brassey’s, 2002, pp. 45-73, and Bergen (2001).
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World Trade Center and the Pentagon; a maritime attack on the USS
Cole in Yemen; suicide truck bombings in Kenya, Tanzania, and
Tunisia; and planned attacks on NATO ships in the Straits of Gibral-
tar and on the U.S. embassy in Rome. Thus, we ranked al Qaeda as
“5” on the capability indicators in Table 2.2. Two levels above FARC,
al Qaeda represents the most capable group in our analysis.

The next section uses observations of these four terrorist groups to
explore groups’ organizational and operational requirements. The
chapter then concludes with a discussion of the resulting vulnera-
bilities exposed by terrorist groups and their implications for U.S.
counterterrorism strategy.

ORGANIZATIONAL TOOLS

As mentioned previously, we expect the four, broadly defined organi-
zational requirements for terrorist groups to be ideology, leadership,
recruitment pools, and publicity. Thus, all four of the case studies in
this analysis—the RIRA, Hamas, FARC, and al Qaeda—should rely on
these tools to keep their organizations functioning as a cohesive unit.
The following sections explore each of the organizational require-
ments as they relate to these four terrorist groups.

Ideology

With regards to terrorism, the term ideology'? means the consensus
of grievances and objectives that a terrorist group is trying to address
through violence.!3 In this context, terrorists’ ideologies may take on
many forms—e.g., religious or political—but still serve the same pur-

12we decided to address ideology as a key organizational tool because it helps cement
group cohesion. In many cases, terrorist groups use their ideology as an instrument in
a struggle for power vis-a-vis state governments. Cohesion also plays a role in sustain-
ing the terrorist organization itself.

135jdney Tarrow discusses the necessity for consensus mobilization within nonviolent
and violent social movements. In the same way, terrorist organizations often draw
from these wider social movements in justifying their own ideology. (Power in Move-
ment: Social Movements, Collective Action and Politics, Cambridge, United Kingdom:
Cambridge University Press, 1994, pp. 118-134)
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pose—motivating actions, unifying members, and linking the orga-
nization to communities for which it purports to fight.!4

The RIRA appears to follow the pattern discussed above. As men-
tioned previously, its members continue to fight to free Northern
Ireland from British rule and unify it with the Republic of Ireland.
Moreover, most of the RIRA’s members are former PIRA fighters,
articulating the same basic objectives of Northern Ireland’s indepen-
dence from England and its unification with the Republic of Ire-
land.!> As a result, it is fairly easy for the RIRA to maintain group co-
hesion because it draws on a long precedent of Republican ideology
that has, similarly, served to motivate political violence for almost a
century. The ideological link between the RIRA and its support
community, however, is more tenuous. Most Republicans in North-
ern Ireland support the peace efforts advocated by the Social and
Democratic Labor Party (SDLP) and Sinn Fein (PIRA’s political
branch).!6 Yet because the RIRA is a small group (approximately 100
members), it does not need an extensive support community; there-
fore, this third role of ideology may be less important to the survival
of the group.!”

Of course, it is not always easy to categorize the ideology of a particu-
lar group. Hamas sees its terrorist campaign against Israel as part of
the fight for Palestinian independence. But the organization is also
locked in a religious struggle within the Palestinian establishment it-

l4Eor further discussion on the role of collective rationale and identity in terrorism,
see Martha Crenshaw, “The Logic of Terrorism: Terrorist Behavior as a Product of
Strategic Choice,” and Albert Bandura, “Mechanisms of Moral Disengagement,” in
Walter Reich, Origins of Terrorism, Washington, D.C.: Woodrow Wilson Center Press,
1998, pp. 7-24, 161-191.

I5For more information on the PIRA and terrorism in Northern Ireland, see Tim Pat
Coogan, The Troubles: Ireland’s Ordeal, 1965-1995, and the Search for Peace, London:
Hutchinson, 1995. For further discussion on the RIRA, see James Dingley, “The Bomb-
ing on Omagh, 15 August 1998: The Bombers, Their Tactics, Strategy and Purpose
Behind the Incident,” Studies in Conflict and Terrorism, No. 24, 2001, pp. 451-465.

16Eor more information on the Belfast Agreement and peace process, see “Ulster
Peace: How Fragile?” New York Times, February 3, 1995; “Britain and Ireland Issue a
Plan for Full Talks on Ulster,” New York Times, February 23, 1995; and the Belfast
Agreement, accessible online at www.ofmdfmni.gov.uk/publications/ba.htm
(accessed September 2003).

17Dingley (2001, pp. 451-465).
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self, against the proponents of a secular state.!® As such, Hamas has
to balance its religious and nationalist ideologies to maintain group
cohesion. To do this, the terrorist group allows its members to partic-
ipate in local elections in the West Bank and Gaza Strip, yet it does
not sponsor candidates for the Legislative Council.!® By adopting this
strategy, Hamas is able to sustain its nationalist ideology without
legitimizing the establishment of a secular Palestinian state.
Although its ideology is more complex than that of the RIRA, Hamas
still appears to use it to motivate actions, 